
NETWORK CODE ON 

CYBERSECURITY
PUBLIC CONSULTATION WORKSHOP

19TH NOVEMBER 2021 

WE START AT 14:03



ORGANISATION DETAILS

Workshop planning: 3 hours 

1h10 presentations & 1h50 Q&A session

All the questions and comments received in the MT chat will be considered after the workshop

All participants are muted

During the Q&A the participants can raise the hand to ask a question / make a comment



INTRODUCTION & RECAP
ANDREA FOSCHINI



WHY A NETWORK CODE ON CYBERSECURITY FOR 

THE ELECTRICITY SECTOR

Electricity sector is not standardé 

The global scenario of cyber threats is getting worseé

Energy transition and associated digitalization is 

enlarging the cyber-attack surfaceé



NETWORK CODE FOR CYBERSECURITY ASPECTS OF CROSS-

BORDER ELECTRICITY FLOWS

The development of the network codes follows the rules of Regulation (EU)2019/943

Å network code contains legally bindingrules / every entitywithin the scope of the 

network code will have to comply.

Å while the network code will not duplicate national regulation, national regulation 

have to be consistent and may have to adapt to the network code. Hence, creating 

fit-for-purposenetwork codes is in everyoneõs interest. 

Å Stakeholderengagement is crucial.



THE TIMELINE (BIRDõS VIEW)

Implementation of the 

Network Code on 

Cybersecurity

TRANSITION PERIOD  (18 MONTHS)

Full 
Enforcement

6 months

6 months



THE TIMELINEé WHERE WE ARE NOW?



LEGAL FRAMEWORK & 

GENERAL PROVISIONS
SABINE HINZ



PARTICULARITIES OF THIS NETWORK CODE

Á The Cyber Security Network Code is not the 1st Network Code BUT it is the 1st Network Code 

- to be (co)drafted by DSOs and TSOs

- to be drafted according to the new Clean Energy Package rules

- to be drafted in less than 6 months (!)

- that will cover also responsibilities of very diverse bodies

- at EU level (e.g. ACER, ENISA, ENTSO-E, EU DSO entity, NEMOs)

- at regional level (e.g. RCC)

- national level (e.g. NRAs, RP-NCAs, CS-NCAs, CSIRTs)

- that is to be drafted when some of the main legislation on cyber security is under revision (e.g. NIS 2.0 Directive)

Ą Many challenges to be tackled at once in the network code development phase.



TITLE I  GENERAL PROVISIONS

1. Scope (Article 2)

a.definingto whom the NCCSwill apply;

b. territorial scope(e.g. relationswith 3rd countryparties).

2. Definitions (Article 4)

a.alignmentthroughoutall chapters;

b.addingnew definitionsthat arenecessary;

c.consistencycheckwith ACERframeworkguideline.

3.Approval, amendment and consultation procedures (Articles 5-8)

a.methodology-approachasin other Network Codes

b.broadstakeholderinvolvement

c. regulatoryoversight

4. Monitoring and benchmarking (Articles 12 and 13)

a.standardclauses

b.BUT more actorsinvolved,suchasENISA,RCCs,CS-NCA

Questions for the public consultation

- Are the objectives(Article 3) of the

network codeclear?

- Is the timingin the network codeto

implementthe provisionsanddevelopthe

deliverablesfeasible(e.g. Article 2, Article

14, Article 49,  Article 50)?

- Do you think these requirements for small 

and micro enterprises are of sufficient level 

(Article 2 + AnnexeI)?

- Do you agree with the monitoring and 

benchmarking approach (Articles 12 +13)?



NCCS ðSTRUCTURE OF 

WORK
CHRISTIANE GABBE



NETWORK CODE CYBERSECURITY (NCCS)
ORGANIZATIONAL STRUCTURE FOR DRAFTING 



NETWORK CODE CYBERSECURITY (NCCS)
SCOPE & SUMMARY OF NCCS CONTENT



INTRODUCTION TO THE 

TECHNICAL CHAPTERS
MAARTEN HOEVE



RISK BASED APPROACH
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Union-wide risk assessment (Art 19)

Risk assessment at 

entity level (Art 29)

Member state risk 

assessment (Art 26)

Regional risk 

assessment (Art 20)

ECII and 

thresholds

High- / critical-

impact 

processes

Risk-impact 

matrix

Minimum and advanced 

controls (Art 23)
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Risks per process on 

risk-impact matrix

Identification of high- / critical-

impact entities (Art 27)

Risks per process on risk-

impact matrix



ENTITIES IN SCOPE DETERMINED BY IMPACT

Cybersecurity hygiene 

requirements
(Annex A)
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Classification by 

CS-NCA / NRA
(Article 27)

Management system
(Article 32)

Minimum 

cybersecurity controls
(Article 30)

Verification
(Article 33)

Advanced 

cybersecurity controls
(Article 30)

Common electricity 

cybersecurity framework
(Article 23)



SCOPE WITHIN AN ENTITY DETERMINED BY IMPACT

High-impact perimeter

Critical-impact perimeter

Electricity cybersecurity perimeter

Entity Cybersecurity hygiene 

requirements
(Annex A)

Risk assessment
(Article 29)

Management system
(Article 32)

Minimum 

cybersecurity controls
(Article 30)

Verification
(Article 33)

Advanced 

cybersecurity controls
(Article 30)

Common electricity 

cybersecurity framework
(Article 23)



RISK ASSESSMENT PERFORMED EVERY TWO YEARS

Á e



TRANSITIONAL PERIOD TO LET ENTITIES PREPARE

Transition period (Article 49)

M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 M13 M14 M15 M16 M17 M18

ACER

ENTSO-E / 
EU DSO 
entity

CS-NCA / 
NRA

High-risk / 
critical-
risk entity

Create transitional 
list of high-/ impact 

entities

Implement transitional  list of standards

Create transitional list of 
standards

Identify high-impact 
and critical-impact 

entities

Transitional list of high-risk 
and critical-risk entities

Transitional list of 
standards

Review risk assessment methods

Process comments on  
cybersecurity risk assessment 

methods

Cybersecurity risk 
assessment methods

Review transitional 
list of standards

Finalize 
list

Analyze national 
legislation

Define transitional 
ECII + thresholds

Develop cybersecurity risk assessment methods



NETWORK CODE 

CYBERSECURITY ðTHE 

GRID OPERATORS VIEW
PETER PONGRACZ& OLIVIER CLEMENT



TITLE VIII : INCIDENT & CRISIS MANAGEMENT, INFORMATION SHARING

Crisis
Management

Art.40-41

Electricity undertaking

SOC Service

CSIRTs Network 

(NIS Directive)

SOC A

MSSP

SOC

MSSP

CSIRT

State A

SOC

MSSP

SOC

MSSP

Energy 

Sector 

CSIRT

CSIRT

State B
CSIRT

State C

CSIRT

State D
Reportable Cybersecurity incident : 
- Assessed & confirmed

- Cybersecurity Incident Classification Scale Methodology

criticalitiySeverity t0

Scale 0

Anomaly

Scale 1

Noteworthy 

Incident

Scale 2

Etensive 

incidents

Scale 3

Wide are 

incident

Reconnaissance

Ressource Development

Initial access

Medium Medium To follow Important

Execution

Persistence
To follow To follow Important High

Privilege escalation

Defense Evasion

Credential access

Discovery

To follow Important High Critical

Lateral Movement

Collection
Important High Critical Critical

Command and control

Exfiltration

Impact

High Critical Critical Critical
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Critical asset

Incident
Handling

Art.39

Reportable CSincident
Vulnerabilities& threats

Art.37-38

EarlyWarning 
capabilities

Art.42

CSOC
Art.38



TITLE IX : CYBERSECURITY EXCERCISES

PreparationInternal or 

National exercises

Art. 43

Regional or

Cross regional

exercises

Art. 44

ENTSO-E : scenario 

NRA : decision Internal / 

National

ENTSO-E : scenario 

Exercise

Preparation

Exercise

Preparation

Exercise

Preparation

Exercise

CS exercise Cycle#1
YoP+2 ~2024 YoP+3 ~2025 YoP+4 ~2026

YoP+5 ~2027 YoP+6 ~2028 YoP+7 ~2029

Year of 

Publication

YoP

~2022

YoP+1 

~2023

CS exercises Cycle#2



CROSS BORDER CYBER RISK 

MANAGEMENT & 

FUNCTIONAL SECURITY 

REQUIREMENTS
KEITH BUZZARD & BART LUIJKX



FOCUS AREAS OF NETWORK CODE ON CYBERSECURITY


